Komnbrorepabie BUpychbl

KoMIbploTepHbIil BUPYC - 3TO Pa3sHOBHIHOCTH KOMIIBIOTEPHBIX IMPOTPAMM, OTIMYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCS] CIOCOOHOCTH K Pa3MHOXKEHUI0. B nononHeHne K 3ToMy, BUPYChI
MOTYT TOBPEAUTh WM TOJHOCTBIO YHHUYTOXHTH BcE (ailibl W JaHHbIE, IOJKOHTPOJIbHBIC
MOJIb30BATENI0, OT UMEHU KOTOPOro ObLIa 3alyllleHa 3apakeHHas IMporpamma, a Takxke MOBPEIuTh
WIA JaXe YHHUYTOXHTH OIEPAMOHHYIO CHCTeMY cO BcemH (haiimamu B 1enoM. B OonbmimHCTBE
CIIy4aeB pacHpOCTPaHSIOTCSI BUPYCHI Yepe3 HHTEPHET.

MeTo/1b1 3a1IUThl OT BPEJOHOCHBIX IPOTrpamMM:

1. Ucnonb3yit coBpeMeHHbIE ONEPALMOHHBIE CHCTEMbI, HMEIOIINE CEPbEe3HBbIH YpOBEHBb
3alllUThl OT BPEJOHOCHBIX POTrpamMm

2. llocrossHHO ycTaHaBiuMBail mayTH (LUQPPOBBIE 3aIUIATKH, KOTOPHIE ABTOMATUYECKU
YCTaHABJIMBAIOTCS C IEJbI0 JOPa0OTKU MPOTrpaMMBbl) U ApYyrrue OOHOBIICHUS CBOEH ONEparmOHHON
cucrteMbl. CkaunMBail MX TOJIBKO ¢ oduIMaibHOro caita paspadborunka OC. Ecmu cymectByer
PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKIIIOUHU €TO

3. PaGoraii Ha cBOEM KOMIIBIOTEPE IO/ MpaBaMU IOJB30BATENs, @ HE aAMUHUCTpATOpa. ITO
HE MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTPaMM HHCTAIIMPOBATHCS HA TBOEM MEPCOHATHLHOM
KOMIIBIOTEpE

4. Vcnonb3yil aHTHUBUPYCHBIE IMPOTrPaMMHbBIE IPOJYKTbl HM3BECTHBIX IPOU3BOJIUTENIEH, C
ABTOMATUYECKUM OOHOBJIEHHEM 0a3

5. Orpanndp pU3HUYECKHA JOCTYI K KOMITBIOTEPY JJIsl IOCTOPOHHUX JIHI

6. Vcnonp3yil BHENIHHE HOCUTENH WHGOpMalUMU, Takue Kak ¢uiemrka, TUCK wid ¢ailn u3
MHTEPHETA, TOJIBKO U3 POBEPEHHBIX UCTOYHUKOB

7. He oTKpbIBaii KOMIIbIOTEPHBIE (PAIITBI, TOTYYEHHbBIE U3 HEHAJACKHBIX HCTOYHUKOB. Jlaxke Te
(aiinbl, KOTOpPbIE MpUCIa TBOW 3HaKOMbIH. Jlyyllle yTouHM y HEro, OTIPaBJIsI JIU OH TeOEe UX.

Cern WI-FI

Wi-Fi - 310 He BHJ mepeaadyn JaHHBIX, HE TEXHOJOIHs, a BCEro JIMIIbL OpeHs, Mapka. Eine B
1991 romy nunmepnanickas kKommanusi 3apeructpupoBana Openn "WECA", uto o6o3nauano
cnoBocouetanne "Wireless Fidelity", koTopsrii mepeBoguTcs kKak "0ecripoBOAHAS] TOYHOCTH .

Jlo Hamiero BpeMeHH Jonuia JApyras abOpeBuaTypa, KOTOpas SBISETCS TaKoll ke
TexHojorueil. Iro abopeBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTaHIApPT
BhIcuIel 3BykoBoi TexHUKH Hi-Fi, uTo B mepeBojie 03HavyaeT "BbICOKast TOYHOCTH'.

Jla, OecrulaTHbIM HMHTEpPHET-IOCTYN B Kade, OTEeNIX W a’ponoprax sBISETCS OTIWYHOU
BO3MOKHOCTBIO BbIXOJIa B MHTepHET. HO MHOTHE JKCIEepThl CYUTAIOT, YTO obmenoctymnHbie Wi-Fi
CETH HE SIBIISAIOTCS O€30MacCHBIMHU.

CoBetbl 110 0€30MaCHOCTH PabOTHI B 001Ie0CTYMHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro nuunyro uHpopmarmio uepe3 odmenocrynusie Wi-Fi cetu. Paboras B
HUX, KEJIATENbHO HE BBOJIUTH MApOJIN JOCTYIIA, JIOTMHBI U KAKHE-TO HOMEpa

2. Ucnonb3yit 1 OOHOBIIAM aHTUBUPYCHBIE TPOrpaMMBbI U Opanamayep. TeM caMbIM Thbl
oOe3onacuiib ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOHUCTBO

3. IIpu ucnonn3oBanuu Wi-Fi otkimtoun ¢yaknuro "OOumit qoctyn K (daitiaMm u mpuHTepam'.
JlaHHas GyHKIUSA 3aKpbITa [0 YMOITYAHHIO, OTHAKO HEKOTOPBIE M0JIb30BATEIN aKTUBUPYIOT €€ JJIs
y100CTBa UCIIOIB30BaHMs B paboTe min yueoe

4. He ucnonw3yit myonuuansii WI-FI 1715 mepegaun TMUHBIX JaHHBIX, HAPUMED TS BBIXOJIA B
COLIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO IIOUTY

5. Ucnionb3yit Tonbko 3amuiienHoe coeaunenue yepe3 HTTPS, a e HTTP, 1.e. npu Habope
BeO-aapeca BBOM MMEHHO hitps://

6. B mo6unsHOM Tenedone otkiaoun ¢pynkuuto "Iloakmouenne k Wi-Fi aBromatnyecku". He
JIOTTyCKail aBTOMAaTUYECKOT0 MOAKII0YeHUs ycTpoiicTBa k cetsiM Wi-Fi 0e3 TBoero corunacusi.

ConpajbHble CeTH
ConuanbHble CETH aKTUBHO BXOST B HAIly XH3Hb, MHOTHE JIFOAU Pa0OTAlOT U KUBYT TaM
MOCTOSTHHO, a B Facebook yke 3apeructpupoBaH MUJUTAAP] Y€TIOBEK, UTO SBIISETCS OHOUN CEIbMOM
BCEX JKUTeNled MiaHeThl. MHOTHE MOJIh30BaTeNId HE MOHMMAIOT, YTO MH(MOpMAIUs, pa3MeleHHas
MMHU B COIIMAJIBHBIX CETSAX, MOXKET OBITh HAM/IEHa W HMCMOJb30BaHa KEM YTOJHO, B TOM YHUCJIE HE
00s13aTeNBbHO ¢ OJIarUMHU HAMEPEHHSIMH.


https://

OcHOBHBIE COBETHI M0 O€30MACHOCTH B COLUAIBHBIX CETAX:

1. Orpannub ciucok apy3eil. Y 1e0s B APY3bsIX HE OHKHO OBITH CIy4aHBIX U HE3HAKOMBIX
JTonen

2. 3amminail CBOIO YacTHYIO >KM3Hb. He ykasbIBail mapomu, TenedoHsl, agpeca, 1aTy TBOETO
POXKIEHUS U JAPYryIO JHMYHYI0 HMH(OpManuio. 3JI0yMBIIUIEHHUKA MOTYT HCIOJb30BaTh JaKe
UH(POPMALIKIO O TOM, KaK Tl M TBOH POJHUTENH IUIAHUPYETE POBECTU KAaHUKYJIBI

3. 3amuuiaid CBOI peIyTalulio - AepKU €€ B UUCTOTE U 3a/aBail cebe Bompoc: XoTen Obl Thl,
4yTOOBI Jpyrue IOJIb30BaTeNIM BHUJEIM, YTO Thl 3arpyxaems? I[logymaii, mpexiae 4em 4YTO-TO
OIyOJIMKOBAaTh, HAIIUCATh U 3arpy3UTh

4. Eciy Thl TOBOPHUILB C JIIOJbMH, KOTOPbIX HE 3HACIllb, HE UCIIOJIb3YH CBOE pPEaIbHOE UM U
JPYTyI0 JUYHYIO0 HH(OPMALUU: UMsI, MECTO JKUTEJIbCTBA, MECTO Yy4eObl U poyee

5. W36eraii pasmemenust gororpaduii B UntepHere, riae Thl M300pakeH HA MECTHOCTH, I10
KOTOPOU MO>KHO OIIPENEIUTH TBOE MECTOIIOJIOKEHUE

6. Ilpu perucrTpauvu B COLMAIBHOM CETH HEOOXOIMMO HCIIOJIB30BaTh CJIOKHBIE IMApOJIH,
cocTodlIe u3 OyKB U IIM(P U ¢ KOJINYECTBOM 3HAKOB HE MeHee 8

7. JAns counanbHOW CETH, MOYTHI M APYTUX CANTOB HEOOXOAMMO HCIIOJIB30BATH pa3HbIE
naponu. Torga ecnu Teds B3JIOMAIOT, TO 3JOYMBIIIJIEHHUKH HOJIYYaT AOCTYH TOJNBKO K OJHOMY
MECTY, a HE BO BCE cpasy.

JIeKTPOHHBbIE IeHbIH

DNEeKTPOHHbIE JAEHBIM - 3TO OYEHb YJOOHBIM CHOco0 IuIaTeXeil, OJHAaKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

ONEKTPOHHBIE JI€HbI'M IMOSBUJIMCh COBCEM HEAAaBHO M KMEHHO M3-3a 3TOr0 BO MHOIMX
rocyapcTBax O CUX IOP HE IPONUCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHM (yHKIHOHUPYIOT U O HUX YK€ IIPOIMCAHO B 3aKOHE, TJI€ UX pa3AeisfioT Ha
HECKOJIBKO BHJIOB - AaHOHMMHBIE U HE aHOHMMHBbIE. Pa3HMIIa B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemraeTcsi MPOBOAWUTH OINepauud 0e3 WACHTH(PHKAIMKA TOJb30BaTeNsl, a B
HEaHOHMMHBIX MJIeHTH(UKALKS 0Ib30BATEN ABISETCS 0053aTEIbHOM.

Taxxe cienyer pasznuyarh 3JEKTPOHHbIE (PUATHBIE JE€HbI'M (paBHbI TOCYJIApPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHbBIE IEHbIU (HE paBHBI TOCYJAPCTBEHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 110 0€301acHON paboTe € INEKTPOHHBIMU JEHbraMU:

1. ITpuBsiku K cueTy MOOUIIBHBIHN TenedoH. DTo camblil yJOOHBIN U OBICTPBINA cIOCO0
BOCCTAaHOBUTH JOCTYI K cueTy. [IpuBsi3anHbIN TeeOH MOMOXKET, €Cu 3a0y/Iellb CBOM TIaTeKHBIN
IapoJib MM 3aiCIIb Ha CAUT C HE3HAKOMOTO YCTpOMCTBa

2. Vcnonw3yit ogHOpa3zoBbie mapoiu. [locie mepexoa Ha YCUIIEHHYIO aBTOPHU3aLIUI0 TeOe yKe
He OyJeT yrpoXkarh ONMacHOCTh KPaXXH WM MepexBaTa MIaTeKHOro napois

3. Beibepu cnosxHbIil maposb. [IpecTtynHukam Oyner He MPOCTO yrajiaTh CIOXKHBIN Hapoib.
HanexHble maposu - 3To napoJiu, KOTOpble COAEp)KaT He MEHee 8 3HaKOB U BKIIIOUYAIOT B ce0s
CTPOYHBIE U MPOMHUCHBIE OYKBBI, HU(PBI U HECKOJIIBKO CUMBOJIOB, TAKHE KaK 3HAK J10ju1apa, pyHTa,
BOCKJIMILIATENbHBINA 3HaK U T.11. Hanpumep, $tROng!;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEpPSIEILIb.

DJIEKTPOHHAs MOYTA

DNEeKTpOHHAs MoYTa - 3TO TEXHOJOTUS M IPEJOCTaBIsieMble €0 YCIYI'M MO MEpPeCchUIKE U
MOJIYYEHHUIO JIEKTPOHHBIX COOOIIEHHI, KOTOPbIE paclpeesialoTCs B KOMIbIOTEpHOI ceTi. OOBIYHO
AIIEKTPOHHBIN MOYTOBBIN SALIUK BBITJISIIUT CJIEIYOIIM oOpa3zom:
UMs_TIONIb30BATEI(@UMSL_JOMeHa. Takxke KpoMme Tepeladd IMpOCTOro  TEKCTa, HMEeTcs
BO3MOXKHOCTb MepeaaBaTh (pailiibl.

OcHOBHBIE COBETHI 110 6€301acHO paboTe ¢ IMEKTPOHHOU TTOUTOM:

1. Hago BbIOpaTh npaBUiIbHBIA OYTOBBIN cepBUC. B HHTEpHETE €CTh OrpOMHBIN BHIOOP
OecCIUTaTHBIX MOYTOBBIX CEPBHUCOB, OJTHAKO JYYIIE TOBEPATh TEM, KOTO 3HAEIIb U KTO MEepPBbIi B
perTHHIe

2. He yka3pIBaii B TMYHOH MoYTe JIMYHYIO HHPOpMaruio. Hampumep, syurne BbIOpaTh
"My3bIKaNbHBINA (haHaT@" nau "pok2013" BmecTo "Temal3"

3. Mcnonp3yil IByX3TaIllHYI0 aBTOPU3aLMI0. JDTO KOTAa IOMUMO MApOoJs HY’KHO BBOJUTH KO,
npucbuIaeMblit mo SMS

4. BeiOepu CII0KHBINH maposib. [ KaXK10T0 MOYTOBOrO SIIUKA JOJDKEH OBITh CBON



HaJCKHBIHM, YCTOWYUBBIN K B3JIOMY I1apOJIb

5. Ecim ecTb BO3MOXKHOCTB HAMCaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIONB3YH 3TY
BO3MO>XHOCTh

6. Mcnionp3yil HECKOJIBKO IIOYTOBBIX SIIMKOB. I1epBbIi 1711 4acTHOM NEPENMCKU C
aZipecaTamu, KOTOPBIM ThI IOBEpPSICIb. ITO ANEKTPOHHBIN aJipec He HAJ0 UCIIOJIb30BATh MIPU
peructpanuu Ha popymax u cailTax

7. He oTkpbiBaii Qaiisiel ¥ Apyrue BIOKEHUS B MUCbMaX, J1a)e €CJIM OHU IMPUIIUIA OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTHPABIISUIN JTU OHU TeOe 3TH (paiiiibl

8. Ilocne okoHvyanust paboOThl HA TOYTOBOM CEpBHCE MEPE]] 3aKPHITHEM BKJIAJIKH C CAlITOM HE
3a0yap HaxaTh Ha "Beriitu".

Kuo0epOy/uIMHT WK BUPTYaJbHOE U3/1€BATEIbCTBO

KubepOymnuHr - mpecienoBaHue COOOIIEHUSAMH, COICPKALIMMHU OCKOPOJICHHUs, arpeccHio,
3allyTMBAaHUE; XYJIUTAHCTBO; COIMAIbHOE OOWKOTHMPOBAaHUE C MOMOIIbIO Pa3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 110 60pPHOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiics B 60ii. JIyumuii cioco0: mocoBETOBATLCS Kak ce0si BECTH H, €CJIM HET TOTO, K
KOMY MO>KHO OOpaTUThCA, TO BHaYalle yCIIOKOUThCs. Eciu Thl HayHeb 0TBeYaTh OCKOPOICHUSIMU
Ha OCKOPOJIEHUS, TO TOJIBKO €11e OO0JIbIIE Pa30AIKETh KOHPIUKT

2. YnpaBnsi cBoeit kubeppernyranuen

3. AHOHUMHOCTB B ceTd MHUMas. CyIIecTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32
AHOHHMMHBIM aKKayHTOM

4. He crouT BeCTH XyJIMTaHCKUNA 00pa3 BUPTyallbHOW KHU3HH. IHTEpHET (PUKCHpYET BCe TBOH
NEHCTBUS M COXpaHSeT UX. Y IaNUTh UX OyJeT KpailHe 3aTpyIHUTEIBHO

5. Cobmrosiaii CBOIO BUPTYaIbHYIO Y€CTh CMOJIOY

6. Urnopupyii enuanaHbli HeraTuB. OIHOpa30Bble OCKOPOUTEIbHBIE COOOIICHHS TyYllle
UrHOpHpoBaTh. OOBIUHO arpeccusi NPEeKpalacTcsl Ha HaYaJIbHOM cTaauu

7. ban arpeccopa. B nmporpammax o6MeHa MTHOBEHHBIMH COOOIICHHUSIMH, B COIIMATbHBIX
CETSIX €CTh BO3MOKHOCTb OJIOKMPOBKHU OTIIPABKU COOOIIEHU € ONpeeIEHHbIX a/IpeECOB

8. Ecnu TBI cBUAETENs KNOSpOYyUMHTa. TBOM A€WCTBUS: BHICTYIIUTH IPOTUB Mpeciie1oBaTeNs,
MO0Ka3aTh €My, YTO €ro JIEHCTBUS OLICHUBAIOTCSI HETaTUBHO, MTOJIEPKATh )KEPTBY, KOTOPOU HYKHA
MICUXOJIOTHYECKAs TIOMOIIb, COOOLIUTH B3pPOCIBIM O (haKTe arpeCCUBHOIO MOBEACHUS B CETH.

MoOuabHbIii Tes1edoH

CoBpeMeHHbIE CMapT(HOHBI U TUIAHIIETHI COAEPXKAT B ce0e BIIOJIHE B3pOCIbId (PyHKIIMOHAI, U
Tenepb OHU MOTYT KOHKYPHPOBaTh CO CTAl[MOHAPHBIMU KOMIbioTepaMu. OJJHAKO, CPEJCTB 3allUThI
JUIs TOJOOHBIX YCTPOMCTB IMOKa OYeHb Majo. TecTUpoBaHME W MOUCK YSI3BUMOCTEH B HHX
IIPOMCXOIUT HE TaK UHTEHCUBHO, Kak Juis [1K, To e camoe kacaeTcst 1 MOOMIIbHBIX IPUIIOKEHUH.

CoBpemeHHbIE MOOWJIBbHBIE Opay3epbl yK€ MPAaKTUYECKU JOTHAIM HACTOJIbHBIE aHaJoTH,
OJIHAKO pacimupeHue (yHKIHMOHAIa BJe4YeT 3a CcOOOW OOJBIIYIO CJOKHOCTh W  MEHBIIYIO
3alUIICHHOCTD.

Jlaneko He Bce MPOU3BOJIUTENM BBIITYCKAIOT OOHOBJIEHUS, 3aKpbIBAIOIIME KPUTHUECKHE
YSI3BUMOCTH JUIsSl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 15l 0€30MacCHOCTH MOOMIBLHOTO TenedoHa:

1. Huyero He siBisieTcsl o-HacToseMy OecriaTHbIM. Byib ocToposkeH, Beaib korja Tede
npeJiararT OecryiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHe-TO IUIaTHBIE YCIIyTH

2. [lymaii, mpexxie ueM oTnpaBuTb SMS, ¢poTo miu Buaeo. Thl TOYHO 3HACIIb, I71€ OHU OYAYT
B KOHEYHOM UTOTE?

3. Heo6xo1uMo 0OHOBISTH ONEPAIIOHHYIO CHCTEMY TBOETro cMapTdoHa

4. Ucnonb3yit aHTUBUPYCHBIE IPOTPAMMBI JIJIsl MOOMIIBHBIX TeIe(pOHOB

5. He 3arpy»xait mpuiio>kxeHus: OT HEM3BECTHOI'O UCTOUYHUKA, BEJlb OHU MOTYT COJIEPKaTh
BPEIOHOCHOE MPOrpaMMHOE o0ecrieueHre

6. ITocne Toro Kak Thl BBIMJCIIB C CaiiTa, TJI€ BBOJAWII JIMYHYIO HH(POPMALIUIO, 32l B
HACTPOUKH Opay3epa U ynaiau cookies

7. Ilepuouuecku MpoBepsiil, KakKe IUIaTHBIE YCIIYTH aKTUBUPOBAHbBI HA TBOEM HOMEpe

8. JlaBaii cBOit HOMep MOOHIILHOTO Telle()OHA TOIBKO JIFOJIIM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEpsieLIb



9. Bluetooth momkeH ObITh BBIKIIFOUEH, KOTJA Tl UM HE TIONb3yelbes. He 3a0biBaii mHOT I
IIPOBEPSATH 3TO.

Online urpsl

CoBpeMEHHbBIE  OHJIAWH-UTPBl - 3TO  KpacoyHble, 3aXBaTbIBAIOLIUE  pa3BICYCHUS,
00BEIMHSAIOIINE COTHU ThICAY 4YEJIOBEK IO BCeMy MHpY. MIpoku HCCIeAylOT NaHHBIA UM MUD,
o0LIatoTCs IPYr C APYIrOM, BBIIOJIHAIOT 3a/laHusl, CPAKAIOTCS ¢ MOHCTPaMH M IOJIy4aroT OMbIT. 3a
yJIOBOJIbCTBHUE OHM IUIATAT: MOKYNAKOT JUCK, OIJIAYMBAIOT A0OHEMEHT WIN NMPUOOPETAr0T KaKUe-TO
OIILIMH.

Bce st cpencta uayt Ha nojiep kaHue U pa3BUTHE UTPbI, @ TAKXKE HAa caMy 0€30I1aCHOCTD:
COBEPILEHCTBYIOTCS] CHCTEMBI aBTOPU3AIIMH, BHIITYCKAIOTCSI HOBBIE MaTYH (LIHU(POBBIE 3aIIATKH IS
IPOTrpaMM), 3aKpbIBAOTCS YSI3BUMOCTH CEPBEPOB.

B mogo0HbBIX Urpax CTOUT OMacaTbesi HE CTOIBKO CBOUX COMEPHUKOB, CKOJIBKO KPakKu TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3aLMK OOJIBIIMHCTBA UIP.

OCHOBHBIE COBETHI 0 O€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecniu npyroii urpok BeseT cedsi MI0Xo UM co3aaeT TeOe HENPUATHOCTH, 3a0I0KUpYil ero B
CIIMCKE UTPOKOB

2. Tloxamyiics agMUHUCTPAaTOpaM UIPhl Ha IJIOXO€ MOBEACHHE 3TOTO MIPOKA, JKEJIATEIbHO
IPUIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJI€ CKPUHOB

3. He yka3piBaii TMuHYI0 HH(POPMALIKIO B Ipodaiisie Urpsl

4. YBaxail Ipyrux y4acTHUKOB IO UTpe

5. He ycranaBnuBail HeopuIMaabHbIE TATYU U MOJIBI

6. Mcnionb3yii ClI0’KHBIE U pa3Hble apoJIu

7. Jaxe BO BpeMs HUIppl HE CTOMT OTKIIOYaTh aHTuBHpyc. Iloka Thl urpaems, TBON
KOMIIBIOTEP MOT'YT 3apa3uUTh.

OUIIMHT WM KPaXka JUYHBIX JAHHBIX

OOBbIYHON Kpakel JeHET U JOKYMEHTOB CEroJHS YK€ HHUKOTO HE YAMBHILb, HO C Pa3BUTUEM
MHTEPHET-TEXHOJIOTUI 3JI0YMBIIUICHHUKH [IEPEMECTHIINCH B UHTEPHET, U IIPOJOJDKAOT 3aHUMAThCS
"IF0OUMBIM" IETTOM.

Tak mosBuUiack HOBas yrpo3a: MHTEPHET-MOUICHHWYECTBAa WIM (UIIMHI, IJIaBHas LeJb
KOTOPOTO COCTOMT B TOJIYYEHHH KOH(PHUIECHUUAIbHBIX JAHHBIX IOJb30BaTeNEd - JIOTUHOB U
naposieil. Ha anrnuiickom si3bike phishing unrtaercs kak ¢umuHr (ot fishing - peiOHas soBis,
password - mapoJs).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mogo3peBaeliib, 4TO TBOS aHKeTa Oblila B3JIoMaHa, TO
HE00X0/IMMO 3a0JIOKUpOBaTh €€ U COOOHIMTh aJMHUHHCTpPATOpaM pecypca o0 3TOM KaK MOKHO
cKopee

2. Wcnonb3yit Oe3zomacHble BeO-CailTbl, B TOM YHCIIe, UHTEPHET-Mara3uHOB M IMOHWCKOBBIX
CUCTEM

3. Hcnonp3yil clokHble M pa3Hble naposid. Takum oOpa3oM, eciu Teds B3JIOMAaloT, TO
3JI0YMBIIIJIEHHUKH TOJIyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, @ HE KO BCEM

4. Ecnu Tebst B3710MaJIM, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE
J00aBJIEHBI Y TE€OS B JAPY3bsiX, O TOM, YTO T€Os B3JIOMAajd M, BO3MOXKHO, OT TBOETO UMEHH OyJIeT
pacchlIaThCs CIaM U CChUIKH Ha (PUITUHTOBBIE CAHTHI

5. YcranoBu HaaexHsbli napois (PIN) Ha MoOunbHBIN Tenedon

6. OTKIIIOYM cOXpaHEHHUe Mmapois B Opaysepe

7. He oTkpbIBaii ¢aitnpl U Apyrue BIOKEHHS B MUCHbMaxX, JA)Xe €CJIM OHU MPHUIIIH OT TBOUX
npys3eil. Jlydine yTouHH y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (paitbl.

Mudposas penyranus

[udposas pemyranust - 3TO HEraTMBHAas WM IO3UTHBHAas MH(popMalMs B ceTu o Tele.
Kommnpomerupytomass uHpopMaius, pa3MelleHHass B HHTEPHETE, MOXET CEepbe3HBbIM 00pa3zom
OTpa3uThbcsd Ha TBOeH peanbHOM xu3HH. "LludpoBas pemyramus" - 3TO TBOM HUMMJIK, KOTOPBIHA
bopmupyercs u3 uHbopMauu o Tebe B UHTEPHETE.

TBoe MecTo XHTEIbCTBA, yueObl, TBOE (DMHAHCOBOE IMOJIOKEHUE, OCOOEHHOCTH XapakTepa U
paccka3zbl 0 OJU3KHUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue NOAPOCTKU JIETKOMBICIEHHO OTHOCATCA K IMyOJIMKalMM JIMYHOM WH(pOpMaluu B



WuTepHeTe, HE TOHMMAasi BO3MOXKHBIX IOcHeACTBUN. ThI Jake HE CMOXKeEIIb A0ralaTbCsl O TOM, 4TO
¢dororpadus, pazmerieHHas 5 1eT Ha3aj, cTajla MPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapum, pasmenieHue TBoux ¢otorpaduii U apyrue ACHCTBUS MOTYT HE UCYE3HYTh
Jla’ke TI0CJIe TOTO, KaK Thl MX yJanuilb. Thl He 3HAEIIb, KTO COXpPAaHWI 3Ty HHPOPMALKIO, TIoNaJIa JIX
OHa B IIOUCKOBBIE CUCTEMBbI U COXPaHWJIACh JIM OHA, A TJIaBHOE: YTO MOJYMAIOT O TeOe OKPYKarolue
JFO/IM, KOTOPbIe HAWAYT M YBUAAT 3T0. HalTu MHPOPMALIMIO MHOTO JIET CIYCTSI CMOXKET JIt000M -
KaK U3 J0OpBIX MOOYXIEHUH, TaK U C HAMEPEHUEM IIPUUUHUTD Bpell. DTO MOXKET ObITh KTO YTOJIHO.

OcHOBHBIE COBETHI M0 3aKTe HU(PPOBOI permyTauu:

1. Tlogymaii, mpexiae uyemM 4YTO-TO MyOJIMKOBAaTh M IepeAaBarb y ceOs B Oiore Wid B
COLIMAJIbHOU CETH

2. B Hactpoiikax nmpo¢uis YCTaHOBH OIPAaHMYEHHUs HA MPOCMOTP TBOEro HpoQuis U ero
COJIEP’KUMOT0, ClIeNNai ero ToJAbKO "1uist 1py3en”

3. He pa3memail u He ykasbiBail MH(OpMaIHIO, KOTOPask MOKET KOro-a1u0o OCKOpOIATh WM
0o0nXaThb.

ABTOpCKOE IPaBo

CoBpeMeHHbBIE IIKOJIBHUKH - aKTHBHBIE MOJB30BAaTENH IHU(PPOBOro mnpocrpaHcTsa. OgHAKO
JJaJIeKO HE BCE 3HAIOT, YTO IOJb30BAHWE MHOTMMM BO3MOXHOCTSIMM LH(pPOBOro mMupa Tpeldyer
COOITIO/ICHHSI TIPAB HA MHTEIICKTYAIBHYIO COOCTBEHHOCTD.

Tepmun "uHTeNNEKTyadbHas COOCTBEHHOCTb" OTHOCHUTCS K Pa3jIUYHBIM TBOPEHHSIM
YeJI0BEYECKOr0 yMa, HauMHasi C HOBBIX M300PETEHHI M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha
HOPOAYKTBl U YCIYTH, U 3aKaH4YMBas KHUramu, (potorpapusmMu, KHHOPUIbMAMU U MY3bIKaJIbHBIMU
IIPOU3BEICHUSMHU.

ABTOpCKHME MpaBa - 3TO IpaBa Ha HMHTEUIEKTYaJbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHHS
HayKH, JINTEpaTypbl U MUCKycCTBAa. ABTOPCKHUE IIpaBa BHICTYNAIOT B KaueCTBE rapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHbBII/TBOPUECKUI TPy aBTOpa He OyAeT HalpacHbIM, JAacT €My CIIpaBeUIMBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3yjbTaTax CBOEro TPyZa, MOJYyYUTb M3BECTHOCTb M IpPHU3HAHHE.
Huxro 0Oe3 paspelieHus aBTopa HE MOXET BOCHPOU3BOAUTH €ro MPOM3BEAECHUE, PACIPOCTPAHSATS,
nyOJIMYHO JE€MOHCTPUPOBATh, IPOJAaBaTh, HMIIOPTHUPOBaTh, IyCKaTh B MpOKAaT, MyOJIMYHO
UCTIOJIHAT, I0KA3bIBATh/UCIIOIHTh B 3pUpe UK pazmeriaTs B IHTepHeTe.

Hcnons3zoBanne "muparckoro" MPOrpaMMHOTO OOECHEYEHHS MOXKET MPUBECTH K MHOTHUM
pHCcKaM: OT NOTepU JaHHBIX K TBOMM aKKayHTaM /10 OJIOKMPOBKH TBOEro YCTPOMCTBa, I
yCTaHOBJIEHA HeleranbHas nporpamma. He cTouT Taxke 3a0bIBaTh, UTO CYIIECTBYIOT JIETAlbHbBIE U
OecrutaTHble IPOTrPaMMBbl, KOTOPbIE MOKHO HAalTH B CETH.

O nopraJe

CeteBHuOK.p® - TBOI IIaBHBIM COBETYHMK B CETH. 3€Ch Thl MOXKeEIlIb Y3HAaTh O O€30MIaCHOCTH B
CETH MOHATHBIM U JIOCTYITHBIM SI3BIKOM, a IPY BOSHUKHOBEHUH KPUTUYECKOW CUTYallUU 0OpaTUTHCS
3a COBETOM. A TakKe NMPUHATH yyacTHe B KOHKYpCaxX U CTaTh CaMbIM LU(POBBIM I'paskJaHUHOM!



